
BGP Attributes & Path 
Selection 

 



BGP Path Attributes 

•  Attributes describe the path to a network(s)/NLRI 
–  Used to enforce routing policies for path control! 
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Well-known 
Mandatory 

Well-known 
Discretionary 

Optional 
Transitive 

Optional  
Non-transitive 

AS_PATH 
NEXT_HOP 

ORIGIN 

LOCAL_PREF 
ATOMIC_AGGREGATE 

COMMUNITY 
AGGREGATOR 

MED 

Always included in  
BGP updates Can be included (for path control)! 



Well-Known versus Optional attributes 

•  Well-known attributes 
–  Must be recognized by all compliant BGP implementations 
–  Are propagated to other neighbors 

•  Optional attributes 
–  Not guaranteed to be recognized by all implementations (could be 

private) 
–  Recognized optional attributes are propagated to other neighbors 

based on their meaning 

•  Optional Transitive attributes 
–  If not recognized are marked as partial and propagated to other  

neighbors 

•  Optional Non Transitive attributes 
–  Discarded if not recognized 
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AS_PATH 

•  Indicates the list of ASes a route has passed through to 
reach the local AS 
–  the list of ASes to reach a destination 
–  can influence path selection! 
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AS100 
100.10.0.0/16 

AS200 
130.10.0.0/16 

AS300 AS900 

100.10.0.0/16 300 200 100
130.10.0.0/16 300 200

100.10.0.0/16 200 100 
130.10.0.0/16 200



AS_PATH 

•  Used to ensure a loop-free exchange of routing info 
between ASes  
–  If own AS is seen in an update from an eBGP peer, loop is detected 

(Update is dropped)! 
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AS100 
100.10.0.0/16 

AS200 
130.10.0.0/16 

100.10.0.0/16 300 200 100
130.10.0.0/16 300 200
160.10.0.0/16 300AS300 

160.10.0.0/16 

X 



AS Path Attribute (2 byte and 4 byte) 

•  Internet with 16-bit and 32-bit ASNs 
–  32-bit ASNs are 65536 and above 
–  AS-PATH length maintained 



NEXT_HOP 

•  Indicates the next hop address to reach the destination 
–  Source of the update packet! 

•  For eBGP 
–  eBGP neighbor address (to reach the next AS) 

•  For iBGP 
–  Generally the loopback address 
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NEXT_HOP 
•  eBGP learned routes are advertised to iBGP peers without 

changing the next hop 

–  Routers within the AS need to be able to reach the next hop (IGP or 
static) 

–  Else, external routes not installed in the routing table! 
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AS 200 
130.10.0.0/16 

AS 300 
160.10.0.0/16 

130.10.0.0/30 

.1 .2 
AS 100 eBGP 

iBGP 

R1 R2 

R3 
R3:
160.10.0.0/16 130.10.0.1
130.10.0.0/16 130.10.0.1



NEXT-HOP-SELF 
•  Override the eBGP next hop default behavior with next-hop-

self command 
–  Advertises itself as the next hop for external routes 

•  Reachable through IGP 
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AS 200 
130.10.0.0/16 

AS 300 
160.10.0.0/16 

130.10.0.0/30 .1 .2 
AS 100 eBGP 

iBGP 

R1 R2 

R3 

100.10.0.10

100.10.0.11

R2:
router bgp 100
 neighbor 100.10.0.11 remote-as 100
 neighbor 100.10.0.11 next-hop-self
!

R3:
160.10.0.0/16  100.10.0.10
130.10.0.0/16  100.10.0.10



ORIGIN 
•  Indicates the origin of the route 

–  IGP (i) 
•  Interior to the originating AS (advertised with the network command) 

–  EGP (e) 
•  Generated by EGP (obsolete!) 

–  Incomplete (?) 
•  Route’s origin is unknown (usually redistributed) 
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ORIGIN 
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LOCAL_PREF 
•  Local preference tells routers within the AS (local) the 

preferred path to exit the AS 
–  Path with highest local_pref wins 

•  Outbound traffic! 

•  Local to the AS 
–  Advertised only to iBGP peers! 
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AS 200 
130.10.0.0/16 

AS 300 

AS 100 

R1 

R2 
AS 500 

LP = 200 

LP = 500 

R3 



COMMUNITY 
•  Used to group prefixes (incoming/outgoing) and apply 

policies to the communities 
–  A prefix can belong to more than one community 

•  Is (was?) a 32-bit integer  
–  Represented as two 16-bit integers [ASN:number] 

•  Works well for 2-byte ASN 

•  With 4-byte ASNs 
–  Common to see [private-ASN:number] 
–  RFC 8092 (BGP Large Communities): 96-bit integer 

•  [32-bit ASN:32-bit:32-bit] 
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MED 
•  Multi-exit discriminator is inter-AS non-transitive  

–  Indicates to neighbor AS about the preferred entry points into the 
local AS (incoming traffic) 

•  The path with lowest MED wins! 
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          AS 200 

 
 
 
 
 

160.10.0.0/16 
R1 

R2 

MED = 10 

MED = 200 

MED = 10 

MED = 200 
R4 

R3 AS 300 

R5 



BGP Operation 

•  BGP learns routes from iBGP and eBGP peers 
–  Placed in the BGP table if allowed by local policies/filters 

–  Selects best path based on the attributes 

–  Installs best path in the routing table 

–  Advertises the best paths to its other BGP peers 
•  eBGP learned routes to iBGP peers 
•  iBGP learned routes to eBGP peers 
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BGP Operation 
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Routing  
Table 

Local Router 

Peer Peer 

Inbound 
updates 

Outbound 
updates 

(best paths) BGP Table 

Best Paths 

Filters (Policy) 



BGP Best Path Selection 
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Highest Local Preference 

Locally originated routes 

Shortest AS Path 

Lowest Origin Code (i<e<?) 

Lowest MED/metric 

eBGP over iBGP 

Lowest IGP cost to next-hop 
Oldest eBGP route  

(if multipath enabled, use ‘n’ parallel paths) 
Lowest neighbor router-ID (originator-id for reflected routes) 

Lowest neighbor IP address 

Do not consider path if no route to next hop 
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