
The objectives of this lab are to understand the operation of a path computation element (PCE). This lab exercise will comprise five different parts as follows:

1. To configure an RSVP-TE LSP on each router without using PCE i.e. PCC-computed LSP.
2. To install and set up the Postman application which will be used for making REST API calls to the OpenDaylight controller.
3. To configure the PCEP protocol between routers running Cisco IOS-XRv (functioning as PCCs) and an OpenDaylight controller (functioning as a PCE) and discover the LSPs

created in the first step.

Knowledge of IGP, MPLS, RSVP-TE and Segment Routing is required.

The basic PCE lab topology is similar to the earlier Segment Routing lab and comprises of 6 routers: R1, R2, R3, R4, R5 and R6. In addition, one of the routers will be connected to
an OpenDaylight (ODL) server running on an Ubuntu server. Multiple sets of identical topologies will be used. Workshop attendees will be split up into groups of 6 where each
group member will be responsible for the configuration of a specific router.

Your instructors will provide details of the IP addresses and port numbers to be used to connect to each of these devices.

All routers are running Cisco IOS-XRv within VirtualBox. Login credentials for the routers are:

Username: apnic

Password: apnic

Please spend some time getting familiar with the network topology and addressing plan before you start building the configuration on the routers.

The following will be the common topology and IP address plan used for this lab.
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1. Telnet to your designated router's console port as shown below:

telnet <IP advised by instructor> 6001 [R1] 
telnet <IP advised by instructor> 6002 [R2]
telnet <IP advised by instructor> 6003 [R3] 
telnet <IP advised by instructor> 6004 [R4] 
telnet <IP advised by instructor> 6005 [R5] 
telnet <IP advised by instructor> 6006 [R6] 

2. Login using the following credentials:

Username: apnic

Password: apnic

3. View the router's configuration:

show configuration

All the routers are pre-configured with basic interface and OSPF configuration according to the topology diagram above. Your router should have a configuration similar to the
following, which shows the configuration for router R1:

Note that the configuration for the management interface (MgmtEth0/0/CPU0/0) may be different depending on the particular lab environment in use. This will not affect the
operation of the rest of this lab.

NOTE: In the sections that follow, all configuration commands are provided from the perspective of R1. Be careful to modify your own configuration to suit the
router assigned to you.

4. Before you proceed further, ensure that all routers in your lab setup are up and operational. View the routing table of the router and ensure that you see all router loopbacks
and interface subnets.



5. Test by pinging all of the router loopback addresses to verify connectivity:

ping 172.16.1.1
ping 172.16.1.2
ping 172.16.1.3
ping 172.16.1.4
ping 172.16.1.5
ping 172.16.1.6                     

6. As you will have observed, there is no traffic-engineering capability configured on the router as yet. We will now enable this by entering in the following commands (the
configured interfaces will depend on your particular router):

conf 
ipv4 unnumbered mpls traffic-eng Loopback0
!
mpls traffic-eng
 interface GigabitEthernet0/0/0/0
 interface GigabitEthernet0/0/0/1
!
router ospf 1
 area 0.0.0.0
 mpls traffic-eng
 interface Loopback0
 interface GigabitEthernet0/0/0/0
 interface GigabitEthernet0/0/0/1
 !
mpls traffic-eng router-id Loopback 0
mpls oam
!
end

The above commands will enable MPLS-TE functionality on the interfaces listed under mpls traffic-eng . In addition, RSVP-TE will be enabled on these interfaces. The
command mpls traffic-eng  under the router ospf 1  context enables the OSPF-TE extensions globally for the OSPF process as well as on the specific interfaces
listed under it.

NOTE: Before proceeding to the next step, ensure that all members of the group have completed this step.

7. We will now create an RSVP-TE LSP on each router. The LSPs will be routed as follows (use the row that corresponds to your router):



Router LSP destination LSP Signalled Name Path Path Name

R1 R6 (172.16.1.6) R1-R6-RSVP-TE R1->R2->R4-R6 RSVP-TE-PATH-R1-R6

R2 R6 (172.16.1.6) R2-R6-RSVP-TE R2->R4-R6 RSVP-TE-PATH-R2-R6

R3 R6 (172.16.1.6) R3-R6-RSVP-TE R3->R5-R6 RSVP-TE-PATH-R3-R6

R4 R1 (172.16.1.1) R4-R1-RSVP-TE R4->R2-R1 RSVP-TE-PATH-R4-R1

R5 R1 (172.16.1.1) R5-R1-RSVP-TE R5->R3-R1 RSVP-TE-PATH-R5-R1

R6 R1 (172.16.1.1) R6-R1-RSVP-TE R6->R5->R3-R1 RSVP-TE-PATH-R6-R1

On your router, configure an explicit path that corresponds to the above table. An example for router R1 follows:

conf 
explicit-path name RSVP-TE-PATH-R1-R6
 index 1 next-address strict ipv4 unicast 172.16.1.2
 index 2 next-address strict ipv4 unicast 172.16.1.4
 index 3 next-address strict ipv4 unicast 172.16.1.6
!

This explicit path specifies a strict set of hops from R1 to R2 to R4 to R6.

8. Now, create a tunnel interface that uses the path specified in the previous step:

interface tunnel-te0
 ipv4 unnumbered Loopback0
 signaled-name R1-R6-RSVP-TE
 destination 172.16.1.6
 path-option 1 explicit name RSVP-TE-PATH-R1-R6
!

9. Verify that the tunnel has been set up correctly and is now up:

show mpls traffic-eng tunnels 0

A sample output for R1 follows:



Before proceeding to the next step, ensure that all members of the group have completed this step so that all tunnels have been set up at their respective head-
ends.

10. Verify that the other tunnels have been set up correctly and are now up:

show mpls traffic-eng tunnels brief

A sample output for R1 follows:

The first part of this lab is now complete. Wait for your instructors to provide some interpretation of what you have observed so far before proceeding to the next
part.

1. Download the Postman application corresponding to your operation system from the following location: Download Postman. Install the application and create an account when
asked to do so as it will enable you to save your collections for easy retrieval later on.

2. Your instructors have already prepared collections and environments that you will be using for the lab. Follow their instructions to download these to your local disk.

3. When you first open the Postman application, you will see this window. Close this window as we will be using previously created collections and environments.

Part-2: Set up Postman

Setting up Postman

https://www.getpostman.com/downloads/


4. You should now see the main Postman window:

As part of the initial setup for this lab, you would have downloaded some pre-prepared collections and environments as instructed earlier.

From the File menu of Postman, select Import  -> Import File  -> Choose Files . Navigate to the location where you have stored so these files so that they can
be imported.

After the import process, you should have a new collection called SDN workshop PCE Lab



5. Postman allows the use of environment variables so that parameters such as IP addresses can be dynamically updated. The environment that we imported earlier can now be
selected at the top right of the Postman window. The default setting is No Environment . Click the arrow button to select the SDN Workshop PCE Lab  environment.

Once you've done that, click the gear icon to the right of the environment list in order to edit the environment variables.

There is only one environment variable that needs to be set at this point. It's called odl_server  and is meant to reflect the IP address of the OpenDaylight server. Your
instructor will advise you of the correct IP address to use for your group.



*You should now have the basic setup of Postman completed. This concludes part 2 of the lab ***

In this part of the lab, we will be using an instance of the OpenDaylight controller running on an Ubuntu server in a virtualised environment. We are using OpenDaylight Boron SR-4
for the purpose of this lab.

The OpenDaylight (ODL) installation has been preconfigured with the features required to support PCEP. It has also been pre-configured to serve as a PCE controller for your lab
environment. As such, there is no configuration required on the server itself. You will be accessing the ODL server via REST API calls using the Postman application you installed
in the previous step. Postman is a useful application for testing REST APIs of applications and allows you to easily create HTTP GET and PUT requests. All of our interaction with
the ODL server will be performed using REST API calls.

1. Telnet to your designated router's console port as shown below:

telnet <IP advised by instructor> 6001 [R1] 
telnet <IP advised by instructor> 6002 [R2]
telnet <IP advised by instructor> 6003 [R3] 
telnet <IP advised by instructor> 6004 [R4] 
telnet <IP advised by instructor> 6005 [R5] 
telnet <IP advised by instructor> 6006 [R6] 

2. Login using the following credentials:

Username: apnic

Password: apnic

3. You will note from the base topology figure above that the ODL server has an IP address 10.1.99.99. Verify that your router has connectivity to the serverL:

ping 10.1.99.99

4. Configure your router as a PCC by specifying the location of the PCE server and the source address to be used by PCEP. In addition, configure the PCC as a stateful client of
the PCE and specify the range of tunnel IDs to be used for tunnels dynamically created by the PCC (configuration shown for R1):

Part-3: Enable PCEP and manage PCC-created LSPs

Lab Notes

Lab Exercise



conf 
mpls traffic-eng
!
 pce
  peer ipv4 10.1.99.99
  peer source ipv4 172.16.1.1
!
  stateful-client
   instantiation
   report
  !
 !  
 auto-tunnel pcc
  tunnel-id min 1000 max 5000
!
end 

5. Verify that the PCEP session is up.

show mpls traffic-eng pce peer all

A sample output for R1 follows:

Analyse the counters for the different types of messages being sent and received via PCEP. Can you explain these ?

NOTE: Before proceeding to the next step, ensure that all members of the group have completed this step.

6. Starting with this step of the lab exercises, you will be required to use the Postman application that you had installed earlier. As this may be the first time you are using this
application, we will provide detailed instuctions on how to use the application for this part of the lab. Subsequent parts of the lab will assume that you have acquired some
familiarity with the application and will focus only on elements that require changes.

For this part of the lab, there are four REST API requests that are provided as part of the Postman collection:

View-LSP-DB             # displays details of the entire LSP database
View-LSP-DB-Node    # provides details of the LSPs terminating on a specific node
Part3-View-LSP-DB-Node-LSP # provides details of a single specified LSP
Part3-Update-LSP    # updates parameters of a single specified LSP

You will be required to modify these requests as required in order to reflect your specific router. We will provide details of this in subsequent steps.

7. Now that we have established PCEP sessions between all routers and the ODL controller, we need to query the ODL server for its view of the LSP database.

Click on Collections on the left sidebar of the Postman window to display all collections. Then, click on the View-LSP-DB  request, which will open a tab for this request in
the main window.

This request has the following attributes:



Method: GET

URI: http://{{odl_server}}:8181/restconf/operational/network-topology:network-topology/topology/pcep-topology

Body: Empty

In the request, the variable {{odl_server}}  will be replaced by the IP address of the ODL controller as set by you within the environment settings previously.

Click Send  to execute the request. The following figure shows the first few lines of the output of the request, which includes details of all of the LSPs known to the controller.
Spend some time to go through the output to understand what it displays.

8. The previous request display the entire LSP database. We can confine the output to the LSPs terminating on a single router. Click on Collections on the left sidebar of the
Postman window to display all collections. Then, click on the View-LSP-DB-Node  request, which will open a tab for this request in the main window.

This request has the following attributes:

Method: GET

URI:
http://{{odl_server}}:8181/restconf/operational/network-topology:network-topology/topology/pcep-topology/node/pcc:%2F%2F172.16.1.1

Body: Empty

Note that the PCC defined here is 172.16.1.1  or R1. Modify this to reflect your router.

Click Send  to execute the request. The following figure shows the first few lines of the output of the request. Spend some time to go through the output to understand what it
displays.



9. We can also display the details of a single LSP. Click on Collections on the left sidebar of the Postman window to display all collections. Then, click on the
Part3-View-LSP-DB-Node-LSP  request, which will open a tab for this request in the main window.

This request has the following attributes:

Method: GET

URI:
http://{{odl_server}}:8181/restconf/operational/network-topology:network-topology/topology/pcep-topology/node/pcc:%2F%2F172.16.1.1/network-topology-pcep:path-computation-client/reported-lsp/R1-R6-RSVP-TE

Body: Empty

Note that the PCC defined here is 172.16.1.1  or R1. Modify this to reflect your router. Also note that the LSP referred to here is R1-R6-RSVP-TE . Modify that to reflect
the LSP created on your router.

Click Send  to execute the request. The following figure shows the first few lines of the output of the request. Spend some time to go through the output to understand what it
displays.



10. For this step, log back into your router and configure your tunnel interface so that it's path computation is now delegated to the PCE controller:

interface tunnel-te0
 pce
  delegation

11. Check the impact of the delegation on the tunnel interface:

show mpls traffic-eng tunnels name tunnel-te0

A sample output for R1 follows. Note carefully the path taken by the LSP (as dictated by the explicit-path configured on the router)



12. As we have delegated the control of the LSPs to the PCE controller, we should now be able to update the path of the LSP from the PCE controller. In this final step of this part
of the lab, we will use the PCE controller to push down a different path for each of the LSPs that we previously configured directly on the router.

The following table indicates the new path for each LSP.

Router LSP destination LSP Signalled Name Path Path Name

R1 R6 (172.16.1.6) R1-R6-RSVP-TE R1->R3->R5-R6 RSVP-TE-PATH-R1-R6

R2 R6 (172.16.1.6) R2-R6-RSVP-TE R2->R5-R6 RSVP-TE-PATH-R2-R6

R3 R6 (172.16.1.6) R3-R6-RSVP-TE R3->R4-R6 RSVP-TE-PATH-R3-R6

R4 R1 (172.16.1.1) R4-R1-RSVP-TE R4->R3-R1 RSVP-TE-PATH-R4-R1

R5 R1 (172.16.1.1) R5-R1-RSVP-TE R5->R2-R1 RSVP-TE-PATH-R5-R1

R6 R1 (172.16.1.1) R6-R1-RSVP-TE R6->R4->R2-R1 RSVP-TE-PATH-R6-R1

Click on Collections on the left sidebar of the Postman window to display all collections. Then, click on the Part3-Update-PCC-LSP  request, which will open a tab for this
request in the main window.

This request has the following attributes:

Type: POST

URI: http://{{odl_server}}:8181/restconf/operations/network-topology-pcep:update-lsp

Body: The Body of the request is in 'raw' format and looks like the following:



Note that the PCC defined here is 172.16.1.1  or R1. Modify this to reflect your router. Also note that the LSP referred to here is R1-R6-RSVP-TE . Modify that to reflect
the LSP created on your router. Finally, modify the hops to reflect the new path for your LSP as indicated in the table above.

Click Send  to execute the request. If the update is successful, your output should look like the following:

13. Verify that the path change pushed down by the PCE controller has actually been executed by the router. Log back into your router and execute the following command:

show mpls traffic-eng tunnels name tunnel-te0

A sample output for R1 follows. Note how the path taken by the LSP has now changed (compare to the output in step 11 above).



This concludes part 3 of the lab

End of lab


