
IXP Best Common Practices 

What could go wrong? 



Concept 

•  Some Service Providers attempt to cash in on the 
reputation of IXPs 

•  Market Internet transit services as “Internet Exchange 
Point” 
–  “We are exchanging packets with other ISPs, so we are an 

Internet Exchange Point!” 
–  So-called Layer-3 Exchanges — really Internet Transit Providers 
–  Router used rather than a Switch 
–  Most famous example: SingTel-IX 
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Competition 

•  Too many exchange points in one locale 
–  Competing exchanges defeats the purpose 
–  Los Angeles, New York and Tokyo have > 3 but it’s a rarity 

•  Becomes expensive for ISPs to connect to all of them 
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Rules and Restrictions 

•  IXPs try to compete with their membership 
–  Offering services that ISPs would/do offer their customers 

•  IXPs run as a closed privileged club e.g.: 
–  Restrictive membership criteria (closed shop) 

•  IXPs providing access to end users rather than just 
Service Providers 

•  IXPs interfering with ISP business decisions e.g. 
Mandatory Multi-Lateral Peering 

4 



Technical Design Errors 

•  Interconnected IXPs 
–  IXP in one location believes it should connect directly to the IXP 

in another location 
–  Who pays for the interconnect? 
–  How is traffic metered? 
–  Competes with the ISPs who already provide transit between 

the two locations (who then refuse to join IX, harming the 
viability of the IX) 

–  IXP spanning multiple data centres in a city work ok (e.g. LINX) 
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Technical Design Errors 

•  ISPs bridge the IXP LAN back to their offices 
–  “We are poor, we can’t afford a router” 
–  Financial benefits of connecting to an IXP far outweigh the cost 

of a router 
–  In reality it allows the ISP to connect any devices to the IXP LAN 

with disastrous consequences for the security, integrity and 
reliability of the IXP 
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Routing Design Errors 

•  Route Server Mandated 
–  Mandatory peering has no history of success 
–  ISPs have no incentive to learn BGP 
–  Therefore have no incentive to understand peering 

relationships, peering policies, etc. 
–  Entirely dependent on operator of RS for troubleshooting, 

configuration, reliability 
•  RS can’t be run by committee! 

•  Route Server is to help scale peering at IXPs! 
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More Information 



Exchange Point Examples 

•  AMS-IX, DE-CIX and LINX in Europe 

•  Equinix, in every Equinix Data Centre? 

•  SIX in Seattle, Washington, USA 

•  SGIX in Singapore 

•  BKNIX in Bangkok, Thailand 

•  BBIX, JPIX and JPNAP in Tokyo, Japan 

•  HK-IX in Hong Kong 

•  IX Australia in Perth, Sydney, Melbourne, Brisbane 

 

•  All use Ethernet Switches 
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More info about IXPs 

•  https://www.pch.net/resources/wiki/ 
–  Another excellent resource of IXP locations, papers, IXP 

statistics, etc 

•  https://www.internetexchangemap.com/  
–  Tele Geography: A collection of IXPs and interconnect points 

for ISPs 

•  https://www.peeringdb.com/ 
–  Searchable database of Exchange Points, Networks & Facilities 
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