
How to build an IXP 



How to setup an IXP? 

•  The IXP core is an Ethernet switch 
–  Managed switch with reasonable security features 

•  Has superseded all other types of network devices for 
an IXP 
–  From the cheapest and smallest 12 or 24 port 100M/1G switch 
–  To the largest switches now handling 10GE, 40GE, 100GE 

interfaces 
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How to setup an IXP? 

•  Each ISP participating in the IXP brings a router to the 
IXP location 
–  Note: ISPs may connect directly to the IXP (availability of fibre 

or metro Ethernet connection) instead of a dedicated router at 
the IXP 

•  Router needs: 
–  One Ethernet port to connect to IXP switch 
–  One WAN port to connect to the WAN media leading back to 

the ISP backbone 
–  To be able to run BGP 
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How to setup an IXP? 

•  IXP switch located in one dedicated equipment rack 
–  Also includes other IXP operational equipment 

•  Routers from participant ISPs located in adjacent 
rack(s) 

•  Copper (UTP) connections made for 10/100Mbps or 
1Gbps connections 

•  Fibre used for 10Gbps and 40Gbps 
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Peering 

•  Each participant needs to run BGP 
–  They need their own AS number 
–  Public ASN, NOT private ASN 

•  Each participant configures external BGP directly with 
the other participants in the IXP 
–  Peering with all participants 

 or 
–  Peering with a subset of participants 
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Routing Advice 

•  ISP border routers at the IXP should NOT advertise 
default route or the full Internet routing table 
–  Carrying default or full table means that this router and the ISP 

network is open to abuse by other IXP members 
–  Correct configuration is only to carry routes offered to IXP peers 

on the IXP peering router 

•  Note: Some ISPs offer transit across IX fabrics 
–  They do so at their own risk – see above 
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Routing (more) 

•  ISP border routers at the IXP should not be configured 
to carry the IXP LAN network within the IGP or iBGP 
–  Use next-hop-self BGP concept 

•  Don’t generate ISP prefix aggregates on IXP peering 
router 
–  If connection from backbone to IXP router goes down, normal 

BGP failover will then be successful 
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Address Space 

•  Some IXPs use private addresses for the IX LAN 
–  Public address space means IXP network could be leaked to 

Internet which may be undesirable 
–  Because most ISPs filter RFC1918 address space, this avoids the 

problem 

•  Some IXPs use public addresses for the IX LAN 
–  Address space available from the RIRs 
–  IXP terms of participation often forbid the IX LAN to be carried 

in the ISP member backbone 
–  Does produce documentation for traceroute 
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 APNIC Policy on IXP Address Space 

•  The End-User Assignments policy caters for IXP’s Public 
Address space under IXP Address Assignment  
–  https://www.apnic.net/get-ip/faqs/ixp-address-assignment/  

•  It requires that IXP have minimum 3 ISPs connected 
and have clear and open policy for joining 

•  The minimum IXP Assignment is /24 of IPv4 and /48 for 
IPv6 
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Hardware 

•  Ethernet switch needs to be managed 
–  Unmanaged switch means an unmanaged IXP 

•  Insist that IXP participants bring their own router 
–  moves buffering problem off the IXP 
–  Avoid spanning tree and other L2 security issues 
–  Run port-security (MAC filtering) to protect the IX 
–  security of the ISP connection is responsibility of the ISP, not the 

IXP 
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How to set up an IXP?  

•  The hard part with establishing an IXP is NOT the 
technical part, but for relevant stakeholders to come 
together to build a creditable governance structure 
for the IXP with which everyone is happy (TRUST) 
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