
#  super user command.
$  normal user command.

Username apnic  and password training .

VM Details

[group01.apnictraining.net] [192.168.30.1]
[group02.apnictraining.net] [192.168.30.2]
......  
[group10.apnictraining.net] [192.168.30.10]  
[group11.apnictraining.net] [192.168.30.11]  
......  
[group20.apnictraining.net] [192.168.30.20]  
[group21.apnictraining.net] [192.168.30.21]  
......
[group30.apnictraining.net] [192.168.30.30]  

NOTE: We will enable two factor authentication for SSH in our Ubuntu server using an OATH-TOTP (open-
authentication time-based one-time password) app in addition to the SSH password. We will us Google
Authenticator as the PAM (pluggable authentication module).

Search for google-autheticator  in Google Play or Apple Store.

1. Login to your server and update the repo

sudo apt update && sudo apt upgrade

2. Install Google's PAM first:

sudo apt install libpam-google-authenticator

3. Run the google-authenticator  command and say yes  when prompted ( y )to create a
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secret key for that user.

$ google-authenticator

4. You will be presented a QR code ouput like below. Scan the QR code with the authenticator app on
your phone:



5. Save the backup codes (secret key and other verfication codes) below your QR code somewhere, in
case you have problems scanning the code, or you lose your phone with the Authenticator app (allows
you to regain access).

NOTE: You can manually add them to Authenticator app on your phone.



6. You will be prompted several questions; unless you have a good reason to, the defaults presented are
sane. Please read them for your understanding and enter y  for them.

1. Edit /etc/pam.d/sshd  using your favourite text editor, that describes which PAM (pluggable
authentication module) modules take care of SSH authentication:

sudo vi /etc/pam.d/sshd  

2. Add the following line at the end of the file (which forces this authentication module to be required

instead of optional ):

auth required pam_google_authenticator.so  

:wq  to save and quit.

NOTE: Where you might have more than one user accessing a server, you can use the nullok
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keyword as shown below. This allows users without a OATH-TOTP token to still log in using their SSH
key. Once all users have an OATH-TOTP token, you can remove nullok  from this line to make 2FA
mandatory.

auth required pam_google_authenticator.so nullok

3. Now we will make changes to the SSH configuration file to support 2-Factor Authentication:

sudo vi /etc/ssh/sshd_config

4. Search for ChallengeResponseAuthentication  and replace no  with yes

ChallengeResponseAuthentication yes

:wq  Save and quit.

5. Now we need to restart the SSH service to reload the configuration file.

sudo systemctl restart sshd.service

NOTE: if the above command does not work, use:

sudo service ssh restart

6. Check the status of the SSH service:

sudo systemctl status sshd.service

7. NOTE: Since we are making all these changes over SSH, make sure you do not exit/close your initial



SSH connection. Instead, open a second SSH session to do testing for the next step.

1. Try to ssh to the server from a new terminal using the verbose option ( -v )

ssh apnic@192.168.30.X -v

2. You should be prompted for a password first and then a verification code (Authenticator app on your
phone)

                                      ***END OF EXERCISE***
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