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Module 1: The current state of cyber 

security

What to expect in a cyber security assessment
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Threat

Threat

“18% of APAC organisations suffered seven or 

more attacks infiltrating their networks or 

systems over the past year, and the majority 

(81%) suffered one or more attacks. Over two 

thirds (76%) of surveyed organisations in APAC 

expect that such attacks are “somewhat” to 

“very” likely to be successful in the coming 12 

months”.

Current State

A region under threat.

*Source* Trend Micro’s Cyber Risk Index 2021

(n=852) Self-Assessment
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Skills

Shortage

Skills Shortage

Current State

Finding dedicated resources is proving difficult—strong partnerships with

specialised providers allows access to these resources.

*Source* Sophos: The Future of Cybersecurity in Asia Pacific and Japan, 2nd Edition

(n=900) Self-Assessment
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Module 2: The growing need for active 

security testing

What to expect in a cyber security assessment
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Growing Need

Maturity Cost of 

Incident
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Maturity

Maturity

Growing Need

Organisations are improving their processes and need more advanced services

*Source* Sophos: The Future of Cybersecurity in Asia Pacific and Japan, 2nd Edition

(n=900) Self-Assessment
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Cost of 

Incident

Cost of Incident

Growing Need

The cost of each incident is on the rise and poses a real risk to organisations.

*Source* Sophos State of Ransomware 2021

(n=1000) Self-Assessment

Average ransomware recovery cost in Asia Pacific 

and Japan (APJ) has increased from US$1.16 million 

to US$2.34 million, more than doubling in one year.

Only 5% of APJ organisations managed to get back 

all of their data after paying a ransom, with 19% 

getting back no more than half of their data.
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Module 3: The typical engagement 

process for a security assessment

What to expect in a cyber security assessment
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Process Overview

Pre-engagement

Reconnaissance

Enumeration

Exploitation

Reporting

Close out
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(Pre-)Pre-engagement

Module 3: The typical engagement process for a security 
assessment
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Security PartnerProcurement Legal

(Pre)Pre-engagement
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Procurement

Procurement

• Work with your teams to understand your 

specific requirements:

– Vendor panel applications

– Master service contract requirements

– Social and ethical requirements

– Up to three months turn-around

– And much more.

(Pre)Pre-Engagement

A journey within itself
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Security Partner

Security Partner

• Accreditations and certifications (CREST, 

OSCP, etc.)

• Clearance requirements (data clearances)

• Availability / lead time

• Shared values and ethical standpoints.

The right team makes all the difference

(Pre)Pre-Engagement
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Legal

Legal

• Understand the terms and conditions and your 

obligations

• Ensure approval from authorised parties has 

been obtained

– In Australia, unauthorised access to computer systems is 

criminalised by both State and Federal legislation.  In the 

Federal jurisdiction, hacking is criminalised under the 

Criminal Act 1995.

Protection for your security provider is key to a safe engagement 

(Pre)Pre-Engagement
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Pre-engagement

Module 3: The typical engagement process for a security 
assessment
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Pre-engagement

Scope
Rules of 

Engagement
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Scoping

• Why are you performing the test?

• Which systems do you want to include?

• Are there any systems that you want to exclude?

• Is there a specific scenario you want to validate?

• Are there any systems that could cause impact to the 
organisation if they are brought down?

• Is there a specific system or data that represents the largest 
risk to the organisation should it be compromised?

• Do you require a re-test of any findings after the 
engagement?

Ask questions to explain what you are looking for:

Scope

Pre-Engagement
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Rules of Engagement

• When should the assessment be performed?

• When should the assessment be completed by?

• Is there a specific physical location or remote access 
required to access the systems in the scope?

• Are there any specific reporting requirements or evidence 
handling required?

• What permission is required to perform the assessment?

• Are there any third-parties that need to provide 
permission?

Ask questions to explain your constraints:

Rules of 

Engagement

Pre-Engagement
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Reconnaissance, Enumeration and 

Exploitation 

Module 3: The typical engagement process for a security 
assessment
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The assessment

Recon Enumeration Exploit

Rules of Engagement

Scope
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Reporting

Module 3: The typical engagement process for a security 
assessment
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Reporting

Document Rating References
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Document

Document

• Executive summary

• Summary of findings

• Detailed findings including:
– Business impact
– Background information
– Technical detail
– Recommendations
– Reference resources

• Scope and limitation details

• Methodology used to perform the assessment.

A report should consist of the follow:

Reporting
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Rating

Rating

• While several standards exist for rating

• Common Vulnerability Scoring System (CVSS) is the 
leading standard

• Rates severity not risk.

https://www.first.org/

A common way to outline the severity a vulnerability poses to a system:

Reporting
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References

References

• Common Weakness Enumeration (CWE) - is a community-developed list of software 
and hardware weakness types.

• Mitre ATT&CK - knowledge base of adversary tactics and techniques based on real-
world observations.

• Common Vulnerabilities and Exposures (CVE) - a program to identify, define, and 
catalog publicly disclosed cybersecurity vulnerabilities. 

https://cwe.mitre.org/

https://attack.mitre.org/

https://cve.mitre.org/

References and frameworks for common language:

Reporting

https://cwe.mitre.org/
https://attack.mitre.org/
https://cve.mitre.org/
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Closing Out

Module 3: The typical engagement process for a security 
assessment
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Closing Out

Vulnerability

Management
Review Retesting
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Review

Review

• Read and review the document

• Ensure your team understands the recommendations

• Arrange a close out meeting to discuss the document 
in further detail if required.

Reviewing and understanding the findings is critical to extracting the 
value out of the engagement

Close Out
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Retesting

Retesting

• Arrange retesting during your scoping phase

• Implement remediations within a reasonable 
timeframe

• Some assessments can perform retesting during the 
engagement if internal teams are able to implement 
remediations as needed.

Vulnerabilities that are resolved can be re-tested to ensure they are no longer 
vulnerable

Close Out
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Vulnerability Management

• Ensure vulnerabilities discovered are tracked and 
managed

• Communicate the vulnerabilities through to data, 
business and system owners

• Scheduling the remediation of the vulnerabilities 
should consider the data sensitivity and the business 
criticality of the affected systems.

Vulnerabilities discovered during the assessment should be migrated into the 
organisation’s vulnerability management process

Close Out

Vulnerability

Management
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QUESTIONS?

Get in contact:

Email: richard.sims@division5.io

LinkedIn: linkedin.com/in/richard-s-8ab57654
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